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Presentation

Why this workshop?

Being one of the most prominent German regions in the field of cyber security, the
Representation of the State of Hessen to the EU hosted this workshop with the aim to
discuss the development of European cyber security trainings. The participants
shared their thoughts and views in order to identify the main motives for creating
such trainings and to propose some concrete steps forward. It was recalled that the
increasing European reliance and dependence on cyber space requires the protection
of online activities and critical infrastructures in the EU. In particular, the sharp in-
crease of cyber incidents risks and cyber-attacks calls for establishment of new capa-
bilities, both in the private and the public sector. In this context, cyber security train-
ings are of vital importance for the strengthening of Information and Technology (IT)
competencies and skills in companies and in public administrations. Although some
efforts have already been made to develop such training interventions, there is a
strong need for greater coordination across the EU and across sectors involved in or-
der to ensure their availability and quality. With this workshop, the European Security
Round Table (eSRT), ICSPA and the Belgian Cybercrime Centre of Excellence for Train-
ing, Research and Education (B-CCENTRE) together with ENISA and EDA, launched a
common initiative to identify challenges and best practices across sectors, and organ-

ise training interventions across the EU.



Current Efforts

The discussion first addressed the existing efforts in
the field of development of IT skills and compe-
tencies® and promotion of good practices. Several
public and private entities already provide cyber
security trainings to their relevant departments.
Some public authorities have established working
groups and certain agencies provide guidelines for
ensuring good practices’. Therefore, there are initi-
atives to bring together experts from several EU
Member States and sectors in order to provide effi-
cient trainings to public administrations and rele-
vant stakeholders.

Limitations

However, these efforts have limitations: trainings
remain limited because of a shortage of skilled pro-
fessionals capable to training others, and because
the area is still perceived as relatively new. Moreo-
ver, trainings are most effective when tailored to a
specific audience. Nevertheless, the identification
of different audiences and their specific require-
ments in this emerging area has just begun.

Speakers also pointed out that the lack of funding
limits the success of cyber security trainings. Even
today, whilst cyber security is featuring prominently
on the political agenda, some leaders think that
cyber security can be achieved at no or low cost, or
that investing in technology is sufficient. On the one
hand, existing funds are not efficiently distributed.
Some countries, for instance, allocate all resources
to the private sector and thus prevent public ad-
ministrations from building up cyber security capa-
bilities. On the other hand, certain companies such
as SMEs or public departments do not have enough
money to pay the costs of cyber trainings. Certain
cybercrime units, for example, have had difficulties
to pay for a multiple day seminar.

Interoperability is another limitation. The range of
languages and backgrounds (education, experience)
among professionals and potential participants con-
stitutes a challenge to the creation of common
standards.

These challenges are not exhaustive, but certainly
form a strong incentive to discuss the establishment
of common European standards and modules facili-
tating the development of cyber security trainings
across the EU.
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What is Needed?

Cyber security training and education has to be em-
bedded in the bigger picture. Training and education is
also related to personnel development, recruitment
and retention of personnel. Regarding the shortage of
skilled professionals, particularly in the public sector,
there is a need to find incentives to encourage young
talents, professionals or students, to consider a career
in the cyber security area.

The guarantee of reusable IT skills could be one. Po-
tential IT professionals need to be sure that they will
be able to use their skills in various sectors. In the dis-
cussion the absence of synergies between the military
and civilian sectors was mentioned: young profession-
als are not willing to engage in the military sector be-
cause their skills are not always compatible with and
recognizable for the civilian sector, which prevents
them from reusing their skills after a military career’.
This problem exist across various sectors, and needs a
common approach by civilian and military stakehold-
ers. Therefore, there is a need to generally consider
the extent to which the skills developed in one sector
are transferable and recognised in others. Standardi-
sation and accreditation is one way in which you can
make it more transparent and easy to compare ex-
isting skills and qualifications.

Moreover, the standardisation of professionals’ pro-
files and skills would permit the distribution of aca-
demic modules across the EU, while still adapting to
certain local features. When stressing the need to
reach a common level of skills, a common academic
background and a common terminology, a reference
was made to the creation of “cyber ERASMUS” *.

Finally, there is a need to raise awareness on cyber
security in schools, companies and public administra-
. . . . 5
tions, irrespective of the level of hierarchy”.



Target Audience

In the second panel, the discussion moved to the concrete fea-
tures of high quality training interventions. The first point
which was addressed was the attention that should be paid to
the target audience®. In order to be relevant and to obtain em-
pirical results, both the training sponsors and the trainers/
organisers should know who they target and what the main
characteristics and expectations of their audience are in view
of the expected skills or competencies developed through
training courses/classes. The expected learning outcomes
should be clear. Moreover, they should include an evaluation
of the impact of the training. What difference should cyber se-
curity trainings make?

Filling the gaps

Existing efforts should serve as an example and starting point
for the identification of the main characteristics which ought
to shape training interventions. What works? What should be
improved? Which gaps can be identified?

Currently the majority of training courses are designed for
specialists in order to develop very specific and primarily tech-
nical competencies and skills. However, not only specific sec-
tors and departments should have access to training interven-
tions aimed at raising threat awareness and the development
of basic response skills. The first gap identified is thus the ab-
sence of trainings for a large part of public administrations and
employees.

A second gap pertains to the lack of a European cyber security
expert and trainer database. Such a database would facilitate
access to IT professionals and promote the sharing of experi-
ences and best practices. Creating a common pool of experts
would go along with the logic of mutual recognition between
cyber security trainings instead of inefficient competition. The
various trainings should not juxtapose but complement each
other.

As an example of an empirical training provider, the Centre for
Cybersecurity and Cybercrime Investigation of the UCD School
of Computer Science and Informatics (Dublin) gave some feed-
back on cyber exercises’. The Centre aims to target various
sectors such as cybercrime units, the energy sector and the
banking sector. However, it faces the problem that not all
members of the targeted audience have the resources to par-
ticipate physically in cyber security trainings. This raises the
need to consider appropriate training formats for the training
audiences, taking into account both the effectiveness of the
format and the resources required to deliver and participate.
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Communication

Communication should also be part of train-
ing interventions®. Firstly, communication
should be about trainings. Along with their
visibility, cyber security trainings should be
promoted in professional environments.
Not only IT departments should be aware of
cyber incidents risks, managers and employ-
ees should also be informed about these
threats. The need for cyber security train-
ings should be recognised at all manage-
ment levels and in all departments.

Those participating in the workshop ex-
pressed a preference for interactive training
sessions with ample opportunities to en-
gage with real-life examples in order to
bring the learning to life.

Finally, organisations should support the
transfer of knowledge obtained during the
training into the work environment, e.g. by
providing participants the opportunity to
apply the skills developed during the train-
ing, offer refresher trainings, and stimulate
continuous professional development to
keep the acquired skills up-to-date. Further-
more, both the format and the content of
training interventions should be continuous-
ly reviewed and updated to ensure their
validity and relevance in light of the evalua-
tion of new technologies and attack vectors.



Recommendations

. Cross-border synergies vs. localization: Find the right balance between the
broad and standardized distribution of cyber security trainings across the EU,
and the adaptation of these trainings to specific local/national needs.

. Education on IT security: awareness raising should start at an early age and fo-
cus on security, a matter that must be part of IT trainings and, more generally, of
IT education.

. Accessibility: Cyber security trainings should be open to a general audience
(with different levels of knowledge and from different sectors), and it should be
easy to apply for training sessions.

. Matter of change: cyber security trainings should be up-to-date in their content
and professionals’ certifications must complt with the evolution of IT technolo-
gies, habits and threats.

. Interoperability : the identification of common standards, certifications, sce-
narios and terminology should be promoted through the facilitation of best prac-
tices exchange and the adoption of existing private sector standards by the pub-
lic sector. An example of an interaction initiative would be the introduction of a
“cyber Erasmus”, both between different member states as well as different sec-
tors, in order to boost IT skills, employability and a common understanding
across physical and mental borders.

. Private & public sectors: the private and public sectors should identify opportu-
nities for closer collaboration and trust building in order to define the European
cyber security trainings’ requirements and standards together.



Further Information

L The increasing reliance of the EU on the Internet and critical infrastructures potentially introduc-
es further vulnerabilities and detrimental impact of a cyber attack. Consequently, both private and
public organisations need to have the skills to operate securely and efficiently in this environment.

>: Florent Frederix named different types of efforts: drivers licences for Network and Cyber Secu-
rity, voluntary programmes for IT education, cyber security Master programmes or private pro-
grammes provided by industries. Marco Thorbriigge also mentioned the existence of tailored con-
sultancy services for CERTs setups and the development in 2008 of a training material from BP-
Guide (teacher and student handbook). The B-CCENTRE also referred to the network of Cyber-
crime Centres of Excellence for Training, Research and Education established in the EU.

>: This challenge presented by Wolfgang Réhrig raises the question of IT certifications. A corollary
limitation is the lack of cross-sectorial certificates that, in this example, could be an additional in-
centive to join the military sector.

% The idea of a cyber ERASMUS would depend on the definition of common students profiles by
the European Commission according to Yves Vandermeer.“It is not the paper that makes the guy”.
Moreover, he stressed that a pumping system would be needed to motivate people for trainings.
How can we motivate students?

>: llias Chantzos stressed the necessity to raise awareness at an early age, in school. Cyber securi-
ty trainings have to be normalised in a way that everybody feels involved and concerned. Cyber
security and data protection issues are not someone else’s problem. All sectors and departments,
all levels of the hierarchy, should have basic reflexes to tackle cyber incidents and know what to do
or who to call in case of emergency. As Ralf Kaschow explained later, if one person opens wrong
email attachment at the wrong moment, the whole company can be affected.

®. Susan Sondergaard identified through RAND’s pan-European training needs analysis of military
cyber defence four target audience categories: the ICT users, the cyber defence specialists, the
senior decision makers and the practitioners engaged with e.g. advice to seniors. She recognised
that the audiences are somewhat overlapping and change along the career paths. She pointed out
the need to understand the specific training needs of each target audience to make sure design of
training interventions is relevant and appropriate.

’: Ray Genoe explained that the UCD Centre provides capacity building courses for industry, law
enforcement and academia, and has recently developed e-learning courses with the aim to ad-
dress the problem of budgetary issues for the police. One of the courses focuses on training devel-
opment. The main topics are data forensics, corporate cyber crime, cyber security research, tele-
communications, incident response, incident management planning, etc.

8. It was stated in both panels that not only IT skills were needed in the establishment of Cyber Se-
curity Trainings but also communication skills. If you want to be good in cyber security trainings
you need personal skills and communication skills as well as the technical knowhow, in order to
clearly communicate and to attract a maximum number of participants. Experts and specialists are
not only “geeks”. According to Christian van Heurck, this would increase the quality of the train-
ings. Specialists should be able to motivate participants and explain people what to expect from
the trainings.
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